
Level Score Description               

         no impact on service
         no impact on reputation
         complaint unlikely 5 5 10 15 20 25

         litigation risk remote 4 4 8 12 16 20

         slight impact on service 3 3 6 9 12 15

         slight impact on reputation 2 2 4 6 8 10

         complaint possible 1 1 2 3 4 5

         litigation possible
         some service disruption
         potential for adverse publicity - avoidable with careful 
         complaint probable
         litigation probable
         service disrupted
         adverse publicity not avoidable (local media)
         complaint probable
         litigation probable
         service interrupted for significant time
         major adverse publicity not avoidable (national media)
         major litigation expected
         resignation of senior management and board
         loss of beneficiary confidence

Level Score Description

Remote 1          may only occur in exceptional circumstances

Unlikely 2          expected to occur in a few circumstances

Possible 3          expected to occur in some circumstances

Probable 4          expected to occur in many circumstances

Highly probable 5          expected to occur frequently and in most circumstances

Extreme / Catastrophic 5

LIKELIHOOD

Minor 2

Moderate 3

Risks that are red require mitigating action to reduce to amber or white

Major 4

IMPACT Impact

1 2 3 4 5

Insignificant 1
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Risk Definition 2019-2024 Root Cause: 

What is the headline 

risk/issue?

What is the root cause or 

problem?  

What could go wrong?

CR1 Decreasing Financial 

resources / Increasing 

Financial Pressures

Providing Excellent 

Services (CO3) services e.g. benefits

legislation

NNDR

decision making for 

fundamental service 

reform.                                                                                                                                                                                                                                                                                                                                                                                                                                         

as a result of inflation

expectations not met

local community and 

economy e.g. spiral effect

owed to the council through 

the introduction of UC,  

adding stresses to council 

finances and the local 

economy.                               

significant.

5 4 20

including scenario planning

planning for budgets

service                                                                                                                                                       

MP, LGA and DLUHC about the council's unique financial 

projects in the sustainability programme.

Cost of Living crisis support actions. 

outcome based budgeting approach to align budgets and 

Budget Approach including MTFP/ sustainability programme 

Corporate plan and MTFP update 13/9                

4 4 16

Regulations                        

on the sustainability 

programme and MTFP 

2023

2023                    

4 4 16 Chief 

Financial 

Officer

Sep-23 Updated existing controls to 

reflect Q1 Budget Monitoring 

report 2023/24 and budget 

approach including MTFP/ 

sustainability programme 

update and taken to PFD 12/9 

and SLT/CMT workshop and 

Members workshop.  Review 

of Financial Regulations date 

moved from Sept to Dec due 

to capacity.

CR2 Key Supplier Failure Providing Excellent 

Services (CO3) circumstances

competency

Economy

inflation and interest rates

5 4 20

periods

settlement received

Contract Register, Partnership working with Local Authority 

Partners                                                                                                    

such as Lightbulb and Building Control.                                                      

the Sustainability Programme                                                          

Specialists engaged where required i.e. Leisure Operator 

Contract negotiations. 

4 3 12

management processes 

(sustainability 

programme).                       

for LOC 

2 2 4 Head of Law 

and 

Democracy/M

onitoring 

Officer

Sep-23 Updated existing controls to 

reflect contract info being 

added to Service Plans and 1-

2-1's and specialist used 

where required and further 

management actions to 

include completing the LOC 

renegotiation.
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Implementation 

date for further 
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Target Score with 

further 

management 

actions/

Strategic Risk Register

Consequence /effect: 

What could occur as a 

result, how much of a 

problem would it be?

Existing Controls (sources of assurance)Inherent Risk Score Further management 

actions/controls 

Risk  OwnerMitigated Risk Score

(with controls)

Review CommentaryReview 

Date

(no controls)

Direction of Travel of 

mitigated risk score



Risk Definition 2019-2024 Root Cause: 

What is the headline 

risk/issue?

What is the root cause or 

problem?  

What could go wrong?
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Implementation 

date for further 

mgt actions
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Strategic Risk Register

Consequence /effect: 

What could occur as a 

result, how much of a 

problem would it be?

Existing Controls (sources of assurance)Inherent Risk Score Further management 

actions/controls 

Risk  OwnerMitigated Risk Score

(with controls)

Review CommentaryReview 

Date

(no controls)

Direction of Travel of 

mitigated risk score

CR3 Failure to work 

effectively with other 

public sector partner 

organisations (PSOs) 

and 3rd sector 

organisations

Building, Protecting and 

Empowering 

Communities (CO1); 

Growing the Borough 

Economically (CO2)

from PSOs the Council 

has agreements with 

from partner PSOs

arrangements which foster 

effective relationships may 

be inadequate leading to 

relationship breakdown

Failure of relationships at 

strategic level in County & 

across members 

in Community Safety 

Partnership

Sports Alliance partnership

economies of scale

4 3 12

identify roles & responsibilities

against agreements

where service being delivered by partner organisation is 

received and is of appropriate quality

place for this.  Member Advisory Group also in place    

Performance of these arrangements is formally reviewed and 

account meetings with contracted 3rd sector organisations.                                                                       

organisations and support for warm hubs.

2 3 6

Programme - Contract 

Management Project 

2 3 6 Chief 

Executive

Sep-23 No  changes

CR4 Hard to reach 

demographics feel 

disenfranchised 

through lack of 

specific 

communication and 

engagement.

Building, Protecting and 

Empowering 

Communities (CO1)

impact on engagement

communities

not digitally connected

power could result in non-

statutory service being 

stopped                                                                                                                                                                                                                                                                                                                                                                                                                                  

appropriate to do so                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                         

impacting on roles                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                      

result of cost of living 

crises

community initiatives

impact on equalities 

agenda and HWB of 

residents

representative of 

demographic. 

the needs of this 

demographic

4 4 16

strategy/policy through Citizens Panel and other 

communication channels, compliant with the Code of Practice 

on Consultations

specifically relating to health and wellbeing targeting socially 

vulnerable                                                                                               

Officers to target vulnerable and hard to reach 

residents/communities.                                                                        

to reach                                                                                                         

be reviewed by members in March includes an Action Plan to 

introduce Appointment Hubs.                                                           

Satisfaction Review through gov legislation launched April 

Borough paper Comms going to all residents end of Summer 

focus group established and meeting on a quarterly basis.

2 2 4

Strategy Action Plan to be 

monitored against                                                                                                                                                    

Tenant Satisfaction 

measures to be collected 

throughout 2023/24.                 

engagement through the 

Community Wellbeing 

Translation Service 

incorporated into 

Committee.

2023

1 2 3 Head of 

Customer 

Service and 

Transformatio

n

Sep-23 Update to existing control to 

reflect the website offers the 

facility to change language 

and the access to language 

line for translation services 

and establishment of  a 

quarterly Tenant and 

Leaseholder focus group.

CR5 Political Dynamics Providing Excellent 

Services (CO3) power

changes

member/officer 

engagement

communication

expectations

(organisational and 

political)

making (rather than 

planned)

legislative requirements 

e.g. equalities

finances

3 4 12

force on 1/4/22, with training planned to familiarise members 

with its content

reflect new management structure

and Planning                                                                                              

Governance and Scrutiny November 2022                                    

Best Value OFLOG report at Full Council 26/9

3 3 9

assessment to be 

completed

Nov 2023          

Dec 2023 

2 3 6 Head of Law 

and 

Democracy/M

onitoring 

Officer

Sep-23 Existing controls updated for 

induction training, 

SLT/Member workshops 

being delivered and Best 

Value OFLOG report. Further 

actions updated for future 

planned SLT/member 

workshops and Best Value 

OFLOG self assessment. 



Risk Definition 2019-2024 Root Cause: 

What is the headline 

risk/issue?

What is the root cause or 

problem?  

What could go wrong?
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Strategic Risk Register

Consequence /effect: 

What could occur as a 

result, how much of a 

problem would it be?

Existing Controls (sources of assurance)Inherent Risk Score Further management 

actions/controls 

Risk  OwnerMitigated Risk Score

(with controls)

Review CommentaryReview 

Date

(no controls)

Direction of Travel of 

mitigated risk score

CR6 Reputation Damage Providing Excellent 

Services (CO3)

partnership

officers advice

(FoI)

making

reduce services

and consideration of 

financial implications

affected

partnership

level

damage/rectifying the 

situation

retention

provision, inappropriate 

financial decisions made

4 4 16

separate module also in place for managers.                             

project appraisal and affordability approach as per Corporate 

Peer Review Action Plan built into new MTFS                                 

managers undertaken November 2022                                         

cemetery 

2 2 4 2 2 4 Chief 

Executive

Sep-23 Existing Controls updated 

for Anti Fraud Policy 

approval by PFD and 

building positive 

relationships with media.

CR7 Effective utilisation of 

Assets/Buildings  

(non-housing)

Building, Protecting and 

Empowering 

Communities (CO1); 

Providing Excellent 

Services (CO3)

and Safety

Liability

liquidation

opportunities

premiums

corporate team e.g. 

corporate manslaughter

4 3 12

reiteration and regular monitoring

Executive review 

development with member engagement underway via PFD.      

depot. 

3 3 9

Management Policy and 

Capital Expenditure Plan

Management 

database/system 

purchased and timetabled 

for implementation. 

Bushloe House and Oadby 

Pool site.

2 2 4 Head of Law 

and 

Democracy/M

onitoring 

Officer

Sep-23 Existing Controls updated 

for approved budget for 

essential health and Safety 

works at depot.  Further 

management controls 

updated for completion of 

Bushloe House sale and 

Oadby Pool. Target dates 

updated for Holistic Asset 

Management database and 

asset review  

implementation due to 

capacity.  

CR8 Regulatory 

Governance

Providing Excellent 

Services (CO3) legislation

legislation

Data Protection

3 4 12

officers

rolled out. to all managers.

1 1 1

GDPR/DPA to be 

completed by all.                

induction

1 1 1 Head of Law 

and 

Democracy/M

onitoring 

Officer

Sep-23 Further actions updated for 

Appraisal training and 1-2-1 

training being rolled out. to 

all managers.



Risk Definition 2019-2024 Root Cause: 

What is the headline 

risk/issue?

What is the root cause or 

problem?  

What could go wrong?
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Consequence /effect: 

What could occur as a 

result, how much of a 

problem would it be?

Existing Controls (sources of assurance)Inherent Risk Score Further management 

actions/controls 

Risk  OwnerMitigated Risk Score

(with controls)

Review CommentaryReview 

Date

(no controls)

Direction of Travel of 

mitigated risk score

CR9 Failure to respond to 

a significant incident 

Providing Excellent 

Services (CO3)

Adverse staff impact as a 

result of cost of living

premiums

services

Insurance – higher 

premiums

services

major incident

becoming ill

4 4 16

Business Continuity training exercise and refresh undertaken 

BC Plans refresh and incorporation into service plans Dec 2022                                                                                                             

investigation form 

2 3 6   LRF training course 

attendance to be reviewed 

by SLT 

2 3 6 Head of Law 

and 

Democracy/M

onitoring 

Officer

Sep-23 Existing controls updated to 

reflect new accident 

investigation form and 

further management actions 

updated to reflect SLT 

review of LRF training 

attendance.

CR10 Organisational/     

Transformational 

Change 

Providing Excellent 

Services (CO3)

change

council delivers services 

due to limited resources                                                                                                                 

location

practices

service

damage/perception 

3 3 9

Public, Staff and member and other stakeholder comms plans   

part of People Strategy underway                                                      

People Strategy approved by PFD 12/09/2023

3 2 6

Policy being updated. 

undertaken.

2 2 4 Strategic 

Director

May-23 Existing controls updated to 

reflect PFD approval of 

Peoples Strategy and further 

management actions 

updated for Organisation 

Review Policy review and 

Service Reviews.



Risk Definition 2019-2024 Root Cause: 

What is the headline 

risk/issue?

What is the root cause or 

problem?  

What could go wrong?
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Consequence /effect: 

What could occur as a 

result, how much of a 

problem would it be?

Existing Controls (sources of assurance)Inherent Risk Score Further management 

actions/controls 

Risk  OwnerMitigated Risk Score

(with controls)

Review CommentaryReview 

Date

(no controls)

Direction of Travel of 

mitigated risk score

CR11 Economy/

Regeneration

Growing the Borough 

Economically (CO2) economy

BREXIT COVID 

Ukraine/Russia conflict 

and also energy costs 

crisis (uncertainty of cost 

impact) 

NNDR

and Domestic)

investment

certain services e.g. 

benefits

assets

adapt/change

decreased funding – 

increased demand

making – uncertainty

leads to greater risk

levels

5 4 20

as a result of decline in economy

place

during pandemic

information and support to businesses

Managers who have been recruited to focus on bringing forward 

some revenue generating projects.                                                                                                                                                                                                                                       

late summer 2022.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                               

opportunities to bring forward regeneration and revenue 

generating projects                                                                                

regeneration projects                                                                              

regeneration projects (Oadby Pool)                                               

maximising funding set out                                                              

discretionary rates relief which may provide additional relief to 

Phase feasibility completed

4 3 12

Reconsideration of 

Economic Dev Team 

design (two posts Regen 

Manager and Regen 

project Officer held under 

vacancy freeze and budget 

pressures)                          

4 2 8 Head of Built 

Environment

Sep-23 Existing controls updated to 

reflect business event held, 

BID development/feasibility 

stage completed and starting 

to develop the tourism offer. 

Further actions updated to 

reflect continuing to develop 

tourism offer, potential 

redesign of the Regen Team, 

BID development stage.   

CR12 Increased Fraud Providing Excellent 

Services (CO3) controls due to less staff

unemployment

properties

and social deprivation

authority to investigate 

fraud issues

3 3 9

training programme to be implemented.                                 

includes Bribery Act.

2 3 6

Training                                      

recommendations                                 

2 2 4 Chief 

Financial 

Officer

Sep-23 Existing Controls updated to 

reflect the updated fraud 

strategy approved and target 

dates for implementation of 

further actions updated to 

reflect capacity of officers.  



Risk Definition 2019-2024 Root Cause: 

What is the headline 

risk/issue?

What is the root cause or 

problem?  

What could go wrong?
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result, how much of a 
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Existing Controls (sources of assurance)Inherent Risk Score Further management 

actions/controls 

Risk  OwnerMitigated Risk Score

(with controls)

Review CommentaryReview 

Date

(no controls)

Direction of Travel of 

mitigated risk score

CR13 Cyber Threat/Security, 

Cyber security is seen 

as an ICT risk and not 

a corporate risk that 

needs to be managed 

and monitored by 

senior management.

Providing Excellent 

Services (CO3)

Cyber threats are 

increasing on a worldwide 

basis, with criminals 

known to target public 

sector organisations in an 

attempt to obtain personal 

data on a significant scale.  

The Council is thus at high 

risk of being attacked.

authority to investigate 

fraud issues

breaches of GDPR, SMT 

lack of oversight

4 5 20

Manager and cyber threats and security fall within his remit.                                                                                              

reviewed and approved by SLT.                                                  

access to their specialisation if a breach occurs.  In addition as 

partner their role is to act as 'check and balance' on policies. 

They also provide training events on cyber security matters.                          

underway                                                                                       

Technical Officer and one none Technical Officer.   

2 3 6

for members                                  

Dec-23 2 3 6 Head of 

Finance

Sep-23 Existing Controls updated to 

reflect completion of LRF 

Cyber Threat training 

exercise.  Target date for 

further actions updated to 

reflect capacity.  

CR14 19. Staff lone working 

including out of hours

Providing Excellent 

Services (CO3)

Increased risk of staff 

harm from violence & 

aggression from service 

users.

Staff could suffer physical 

and emotional harm, which 

could lead to long periods 

of sick leave.

4 5 20

cameras

reviewed prior to visits taking place

there is a potential for aggression & violence                                     

Protect) system                                                                        

consideration of lone working and guidance provided. 

2 3 6 Include in induction and 

also carry out training 

awareness exercise for all 

current staff                                       

Need to review utilisation 

and cost of equipment

Mar-24 2 3 6 Head of Law 

and 

Democracy/M

onitoring 

Officer

May-23

for change for lone working 

system contract                                                          

and lone working 

implications considered at 

appointment hubs. 


